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Agenda
What We Will be Discussing Today

1 What is the Dark Web?

2 Laissez-Faire Economics

3 Crackdowns on the Dark Web

4 Future Implications
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The Information Age

Subtopic

• The World Wide Web, invented in 1989, is an 

information space where documents and other 

web resources are

• Identified by Uniform Resource Locators (URLs) 

• Interlinked by hypertext links

• Can be accessed via the Internet

• The World Wide Web includes the Surface 

Web, which is indexed and can be found by 

commercial search engines such as Google

• Video streaming, news and social media

• It also includes the Deep Web, which cannot 

be found by conventional search engines

• Paywall services, email. government, banking

• The Dark Web is a subset of the Deep Web 

that can only be accessed by special browsers 

to preserve anonymity

Surface Web vs. Deep Web vs. Dark Web

Know Your Web
Not All Webs Are Created Equally

Sources: BBC, The Economist, United Nations
Sources: The Economist, BBC
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Anonymous Transactions

Subtopic

• Cryptocurrencies are an 

increasingly popular form of 

virtual asset that use 

cryptographic protocols to 

regulate and protect the security 

and supply of a certain ‘currency'

- The largest cryptocurrencies, 

including Bitcoin, use a system 

known as the ‘Blockchain’, a 

distributed, decentralized ledger

• Cryptocurrencies preserve 

pseudoanonymity as payments 

can be sent without any 

personally identifying 

information, sufficient to be used 

for money laundering and illegal 

markets

Anonymity on the Dark Web
Covering Tracks with Technology

Sources: BBC, The Economist, United Nations

Routing through Onions

• TOR, standing for ‘The 

Onion Router’, is an 

online communications 

protocol that uses 

multiple layers of 

encryption to preserve 

anonymity

• Invented by the US 

government in mid 1990s 

to protect US intelligence 

communications online

• Sites on the dark web can 

only be accessed through 

use of a browser equipped 

with TOR; the software 

needed to do such is readily 

available online

Opaque Web Hosting

• Countries such as 
Russia and Ukraine 
welcome all content, 
make no attempts to 
learn their customers’ 
true identities, accept 
anonymous payments 
in Bitcoin, and 
routinely ignore 
subpoena requests 
from law enforcement

• Much less likely to see 
traffic blocked by 
security systems if 
hosted on reputable 
cloud servers such as 
Amazon Cloud

Sources: The Economist, Cybrary
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Illicit Goods Sold Online

Subtopic

Dark Web Marketplaces
If It Exists, It’s Probably Available On the Dark Web

Sources: BBC, The Economist, United Nations

• Through the combination of 

cryptocurrencies and TOR, dark web 

marketplaces can exist with very little 

scrutiny and oversight from regulatory 

authorities

- The result is a growing online marketplace 

primarily dealing in illegal or counterfeit 

goods; over 80% of dark web transactions 

in 2015 were estimated to be illicit drug 

purchases

- Other prominent markets include 

weapons, fake IDs, counterfeit money and 

hacked information
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Cryptocurrency Market Cap (US$bn)

Sources: The Economist, Quartz
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The New Dangers of Buying Drugs Online 
Unforeseen Ways the Dark Web has Disrupted the Drug Business 

Sources: BBC, The Economist, United Nations

Example of Feedback on Middle Earth Unique Risks Posed by the Dark Web 

1. Scammers 

• Ability to set up fake stores and charge Bitcoin 

with no intention of delivering the drugs is a 

widespread problem 

• Vendors create thousands of fake accounts to make 

positive reviews so buyers need to be aware 

2. Exchange Rate Risk 

• After a transaction the Bitcoin sits in escrow until 

the product has arrived; due to Bitcoin’s volatile 

nature this opens the risk of exchange rate risk for 

vendors and buyers

3. Getting Drugs Delivered

• Many large-scale buyers will use elaborate set-ups 

to avoid the drugs being traced back to them such 

as creating drop addresses with abandoned homes 

or using other frat houses in a network to avoid 

suspicion

• Most single-user buyers are less concerned and can 

safely ship the drugs to their house using the 

postal network 

Sources: The Economist, Forbes, Quartz
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Making Drug Dealing Safer
The Unseen Positive Effects of the Dark Web 

Sources: BBC, The Economist, United Nations

Advantages of the Dark Web Role in Larger Operations 

1. Increased Drug Safety 

• Due to user rating systems potential buyers give 

buyers the ability to see others users reviews of 

the drugs 

• This reduces the chances of laced or dangerous 

drugs from being sold 

2. Reliability and Accountability 

• When there are issues vendors will be held 

responsible by the community 

3. Anonymity

• Allows buyers to have illegal drugs shipped to 

their door with no record 

4. Reduced Market Inefficiency 

• Drug prices and quality usually vary widely 

depending on location 

• By having multiple vendors for the same drug 

these markets naturally respond by setting  more 

competitive market prices

• Reduced dangers and gang turf wars for vendors

• Buying drugs is dangerous and when the 

transaction is completed online it avoids putting 

buyers at risk 

• Not only users buying, on some drugs large 

quantities can be purchased for cheaper then 

supplier price 

• This has resulted in many drugs dealers using 

the site as their drugs supplier to the streets

• While there are a few “Kingpins” who are 

running large drug operations 70% of vendors 

sold less than $1000 

Sources: The Economist, Forbes, Quartz
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Silk Road - 2013  AlphaBay - 2017  

Subtopic

• Founder Ross Ulbricht arrested by FBI on 

multiple accounts (life sentence)

• US Justice Dept. has auctioned 144,336 

bitcoins

• 1.2 million total transactions (worth 9.5 

million bitcoins)

Final Words 

Hansa - 2017

Successful Crackdowns 
Government Getting Involved, But Are Their Actions Effective? 

• 10x the size of Silk Road 

• 250,000 drug listings / $600,000 every day

• Admins arrested in Thailand, with the next

step seizing assets 

• 8x increase in the number of Hansa users 

after take over 

• Dutch police took over, arrested 2 admins in 

Germany, and collected info from users

• Site hosted in Lithuania 

• 1,000+ Bitcoins seized

• All dark web sites can be rebuilt easily

• Crackdowns are almost always implemented 

by the US or a large European country  

Effectiveness of Crackdowns

Sources: The Telegraph, Forbes, BBC, Wired

• Last week of July 2017 other sites saw traffic 

increase by as much as 28%

• Dream Market is now the largest but only 

3.8% growth due to uncertainty

• Governments are able to intervene more but 

their willingness to do so is uncertain
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Moral Concerns About the Dark Web 
Should It Get Shut Down? 

Sources: BBC, The Economist, United Nations

Cybersecurity Concerns Criminalized?

• Hackers – Stolen data is shared and hackings 

tips are given out 

• Terrorism - Not very active on the dark web, 

but could be utilized in the future 

• Pedophiles – Most frequent users, and always 

move forums but only 0.2% of all child porn is 

on the Dark Web (Wired, 2017)

• Personal data gets revealed and then it is 

almost impossible to trace (stolen credit card)

• Drugs are the main concern when it comes to 

the dark web

• Federal agents admit it is hard to control 

• You cannot get charged by just accessing it 

Yes 

No 

• Used by Edward Snowden and other 

journalists

• Individuals in countries with tight regulations 

can access social media or news through it 

• Illegal activity is conducted through the dark 

web and thus it should be criminalized 
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The Future of the Dark Web
The Illicit Drugs Market in Europe, the Global Hub

Sources: BBC, The Economist, United Nations

Overview of Market Size and Distribution Indicators of Illicit Drug Production

• 46% of all dark web drug sales reportedly 

originate from Europe-based vendors 

• The retail market value for illicit drugs in 

Europe is between 21 – 31 billion Euros, of 

which only ~3% of sales are linked to the 

dark web

Drug Seizures in the European 

Union (EMCDDA, 2015)
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The Future of the Dark Web
Can Researchers Map the Illicit Drug Movements of the Dark Web?

Sources: BBC, The Economist, United Nations

Critical Assumptions Mapping Techniques

Future Implications

1. Social media platforms & forums offer insight 
into online drug trading trends

2. Increases in drugs intercepted from parcel 
post can be linked to increases in crypto-
market drug sales 

3. Development of web-crawling softwares that 
use ‘geovisualization’ can roughly map drug 
activity

• Increases in technologies, globalisation, & 
market innovation will drive the expansion & 
accessibility of illegal trade on the dark web

• Advancements in law-enforcement will create 
a ‘balloon-effect’, leading to the dispersant & 
development of crypto-markets 

• Hybrid-markets will occur, where real-world 
drug traffickers use crypto-markets to 
facilitate illicit trade
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Sources: European Monitoring Centre for Drugs and Drug Addicts, ResearchGate,  Statista

• The dark web augments existing real-world 

trafficking patterns, not displaces them

• Digital marketplaces are dynamic & 

constantly changing
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Sources: BBC, The Economist, United Nations

Potential Solutions
Some governments pursue reforms, some tolerate crime, and some continue crackdowns

Sources: The Wall Street Journal, BBC, Quartz

Reforms to Lower Drug Prices

Continued Crackdowns

• The economics argument is that if prices are 
low enough, consumers will be incentivized to 
purchase legally

• Some countries such as Portugal have
decriminalized certain drugs to keep 
consumers from going to the black market

• Some countries such as the US have high 
prescription drug prices due to powerful 
lobbying by the pharmaceutical industry

‒ Potentially review government granted 
monopolies to drug manufacturers and allow 
more bargaining power for purchasers

• The size of the dark web illicit drug market is 
still relatively small to the real world, and 
most of the consumers are affluent Westerners

• Some countries such as Netherlands not only 
arrest admins of dark web marketplaces, but 
also work undercover to collect data of buyers 

Tolerance of Organized Crime

• Some countries such as Japan tolerate 

organized crime, where the Yakuza is 

allowed to operate illegal activities without 

being arrested

• Japanese crime rates remain relatively low as 

gangs keep to themselves

Is there a right way to contain the dark web?


